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New Book: Revolutionary War Law and Lawyers
By Thomas J. Shaw

The issues that led B r i t Americnscolonies to rebel, declare independence, and engage in a war to ensure
that they could enact and try their own laws, are as relevant today as they were 245 years ago. As discussed in
a new book, Revolutionary War Law and Lawyers i _Issues, Cases, and Characters, lawyers and Read more

Australian Government Oversight to Secure Communications
By Adrian McCullagh

On the last sitting day of the 2018 Australian Federal Parliament, the Parliament passed an extensive
amendment to the Telecommunications Act. The amendment is known as the Telecommunications and Other
Legislation Amendment (Assistance and Access) Act 2018 [TAA]. The TAA is designed to increase Read more

Human Rights, the United Nations, and Digital Technologies:
Configuring Human Rights in Software Code

By Timothy S. Reiniger and Stephen Mason

This submission is in response to the June 10, 2019 call by the United Nations Secretary-Ge n e r a | -besel H
Panel on Digital Cooperation for assistance in determining the application of human rights principles on digital
technologies. In the global network information society, it is crucially important that individuals be Read more

Ephemeral Messaging Presents New E-Discovery Challenges

By _Alexander B. Hastings, Michael Fletcher, and Edward H. Rippey

Information management and e-discovery seem to present a never-ending supply of challenges as technology
develops, and the need to respond to these developments is ever present as vanishing messaging applications
are exploding in popularity. Not only are these technologies used to convey personal messages, Read more

****Editorbés Message®** **

End of the Road for This Periodical, the Information Law Journal

By Thomas J. Shaw

Times change, technology changes and so do the places where lawyers present and learn about the latest
changes to the law. So it is with some regret but fully mindful of the inevitable march of progress, that | am
announcing, after ten consecutive years of publishing the Information Law Journal (ILJ) each quarter,
Read more

This is the final issue of the Information Law Journal.

© 2019American Bar Associatiomll rights reserved. Editorial policy: Thdormation Law Journgformerly published separately as tieformation Security and Privacy News
and theEDDE Journaprovides information about current legal and technology developments in information security, privacy, cloud computia¢a bigobile computing,-e
discovery, digital evidece, computer crime, cybersecurity;cemmerce and the Inernet of Things that aref professional interest tonembers of the ABA. Material published
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New Book: Revolutionary War Law and Lawyers
By Thomas J. Shaw

Theissueghat led Britaiy” QAfnerican colonieto rebel, declare independence, aadgage ina war to
ensure thatthey couldenactandtry their own laws are as relevant today as they were 245 years ago.
As discussed ia new book Revolutionary War Law and Lawyerdssues, Cases, and Characters,
lawyersand the legal issues that thegealt with were at the heart of the American reben, in the
fight for individual and collective rightsn the goverring structures diplomacyand financeof a
fledgling nation, andn the military build-ups and battles. Lawyers and judges wera significant
majority of the members of the Continental Congresshichacted asthe legislative, executive, and
sometimes judicial branches of this newnational political entity. Lawyersand judgeswere key
members ofthe diplomatic corps trying to find funds and friends among the nations of Euaope
North Americawere part of the efforts to supply armiesensure loyaltyand discover traitorsand
served inall capacitie®f the U.Smilitary and navalforces opposing the British Arnayxd Royal Navy

Ly G2RIF&Qa LRtAGAOI T Sy JA NBrgttiéng of What AiméricatahddNar.A S a
Totruly understand it is be best to go back to the start dhmerican collective consciousness, to the
time before thenation and theConstitution vere created, to look at thdéegalissues that arosteading

up to and during this war.One examplewasthe multifacetedissue ofthe lack ofrepresentation. The
citizens of thecolonies complained aboubeing subject todirect and indirecttaxation without
representation. Judges, customs collectors, and colonial officials efene appointed in Londonnot
locally,far away from theAmericanpeoplethey presidedover. Imperial laws were considered to be
supreme over colonial statutes and imperial control was exercised over colonial natural rescuces
as the trees designated for navahip masts Local court deisionsand jury findingscould be
overridden by royal perogative and ecess tacourts in cettain casesmay have require@n American
party to travel to Canadeor to England. Courts could be closed for not complying with revenue laws
and elected offials could beprohibited from serving. Citizensprotested when excessive legal fees
made access to justice impossilaledwhen states taxedeal estates inunrepresentedoccupiedareas.

Thisis thethird book ina trilogy (first two: WW1 and WW?2), about the legal issues and personalities
during wartime for the three major global wars that Amea has been involved .inlt discusse200
legal issues anprofilesnearly 300 lawyers and judgwho addressed these issuek sheds light upon
not just the Americaregal jurisprudencdut also trat of theirallies and especiallyhat of its military
opponent with British lawsmilitary codes, andcivilian and militarytrials. For two nations with a
common legal heritage, this was the first truly legal wa&here actions by governmés and military
commandergequireda legal basisand whee those who failed in their roles were often to subject to
commission®f inquiryor courts martial Stating from the legal issues that led tebellionand ending
with peace the book closes by looking anexpected legaissues that seem to arise in all wartimes,
despitethe separation ofa century or moreandvast improvements in technology and social progress.
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Thomas J. ShanwunsDPO Servicdsom the EU, isnost recentlythe author, in 2019 of Revolutionary
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Officers under the GDPR, Second edititre author ofnumelous other legatechnology, privacy, and
legal historybooks, and is the editor/founder of this publication



http://www.dpo-services.eu/
https://iapp.org/store/books/a191P000002YE0ZQAW/
https://iapp.org/store/books/a191P000002YE0ZQAW/

-Hi— INFORMATION LAWJOURNAL

End of the Road for This Periodical, the Information Law Journal
By Thomas J. Shaw

Times changetechnology changes and so do the places where lawyesent andearn about the
latest changes to the law. So it is with some regret but fully mindful of the inevitable march of progre
that | am announcing, after ten consecutive yearpuablishing thenformation Law JourndlL) each
quarter, its closure with this issue. | founded this periodical to provide a publishing space with ZER
bureaucracy within the ABA (a very difficult propositj@venat the best of times), wherawyers and
technicians could easily share their experienceish no hassles. Being a frequent author, my desire
was to give voice to othersvithout limitations on space or content and with little editorial restriction,
requiring only a professionallynitten article of interest to others. Sdhe intention wasto publish a
periodical for lawyefauthors, by a lawyeauthor, on topics relavent to information law in all its
branches. But as time has moved on, so have the places where lawyers descritetrigve their
knoweldge and expertise and the number of lawyers and technicians available and willing to sha
their experiences here has diminished. This recalled for me a lésaoredearly in my career, that
one can be most successful professionddy striving to work yourself out of your current role and
mowve on to the next challenge that invariably awaits. So it shall be with this periodical.

In this final issue, | wanted to shine a light most intensely on the mmaayny authors that | have had
the pleasure to get to know over the years ando® able toprovide a platform for them to share their
insights. It is quite some number of people, several hundreds, from all parts of the globe and
differing levels of experience and tice types. | am most proud of not only the number of authors
this periodical was able to attract but also tiede diversity of this group of writers. From judges and
law firm partners tonew lawyers andaw students, | want to thank each one of them for taking the
GAYS (2 akKlNBo® L aGNepy3afte o0StASOS Ay TFTNBSE
Information Law Journdlas beenover these last ten yeaya place where people learned more about
those subject areas we endeavored to cover and presdntad been a unique experience for me
since | first founded this publicatiomand its antecedents thénformation Security and Privacy News
and theEDDE Journalvorking with so many people whom | never met in person. Although there have
been higher and lower moments, it is only the former | will take forward with me.

I will close here by listing the names and submitted photos of every one of the authorspplearad

in these pages, with the issue that they appeared, starting from the very begirteimgolume years
ago. Itis a long list but do look to find yourselfitinfor some this will be more than one entry. |
strongly wish to encourage everyone tortinue sharing their experiences and expertise, in whatever
medium you believe is most appropriate for information Jawthe near and distant future. Hopefully
a new publishing forurnusing the latest technologies sharedknowledgedelivery and presatation,

will arise to fill this nichgfor those whodesirea no-hassles, egdéree, writer-focused place to publish.
Best wishes to all and thank you for contributimgading following, and supportingis over the years.

=&
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Australian Government Oversight to Secure Communications

By Adrian McCullagh

I On the last sitting day of the 2018 Australian Federal Parliament, the Parliament

passed an extensivlanendment to the Telecommunications Act. The amendment is

and Access) Act 2018 [TIAWA'he TAA is designed to incredke ability of Law
Enforcement Agencies such as ASIO, therAlish Federal Police and State and
Territory Law enforcement agencies (Authorised Agencies) to better monitor

communications by permitting Authorised Agencies to issuygadicular notice or request to seek
assistance in decrypting an otherwise encrypted message in real time.

The impact of the TAA is substantial as it exposes all organisations that either:
w RSOPSt2L) 4SOdzNE O2YYdzyAOF A2y &a2FGol NBE 2NJ RS
that software or those devices available to the Australian market; or
w LINPGARSaE | aSOdaNB

communications service to Australian residents even though the organisation may not have any oth
business operations or assets located in Australia; or

w dz&eBurelcommunications service as a bureau service for their own business operations;

to a risk of a data breach or leakage that would otherwise not exist. In general, the TAA conflicts w
other regulatory obligations that require organisation to secuneit corporate date or the data that
relates to personal identifiable information as defined under the Privacy Act.

Australian Connection

The connection to Australia does not have to involve the incorporation of an entity in Australia. Th
connection couldbe as simple as having an Australian resident utilising a service or acquiring son
security device, that is provided via a nr@astralian communications facility such as a server located
2dziAARS 2F 1 dAGNI fAlL® 'y SEFENI $¢SF SAKNBIKA &0
resident. The actual service is operated externally to Australia but can be accessed by residents
Australia.

known as the Telecommunications and Other Legislation Amendment (Assistance

possible terrorist and, criminal activity in real time. The TAA focuses on encrypted
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Objective of TAA

The TAA is principally directed at secure or encrypted communications. In basic terms arnsdth
Agency is permitted to demand changes to any software that provides as part of its functionalit
encrypted communications.

Not all encrypted communications will be impacted. For example, internet banking involves th
transmission of encrypted commigations, but the functionality of the communications is very
restricted and as such would not be subject to a notice from say ASIO, which is the principal-count
intelligence agency in Australia.

The background to the TAA is the perceived impedimentAathorised Agencies to adequately

monitor in real time encrypted communications that may be instigated by terrorists or other criminals

in the community.

To assist Authorised Agencies, the TAA was enacted so as to force any organisation that providé
communication service or software or devices, which utilises cryptographic technology, to assist a
Authorised Agency in decrypting communications or by providing some assistance that will allow tl
relevant Authorised Agency to read the encrypted commuiicein clear text in real time.

Parliamentary Review

Since its inception the TAA has been controversial with substantial backlash from the Australi
Software sector. The TAA is currently being reviewed by the Parliamentary Joint Committee
Intelligenceand Security. Of interest, is the submission made by the Law Council of Australia, whi
opined that the TAA is incompatible with the EUs GDPR (General Data Protection Rules) requireme
and the Cloud Act in the USA.

The GDPR applies to any organisatioat {processes any personal data of an EU member state residen
or citizen. This will include any tourist who is visiting Australia such as backpackers. It will also incl
dual citizens of Australia who are also a citizen of a member state of the EU.

If an organisation handles person identifiable information about an EU member state resident and thg
organisation fails to comply with the GDPR then the EU commission can impose substantial penalt
upon the affected organisation (presently the penalty hasugper limit of the greater of 4% of global
turnover or 20 million Euros).

Scope of TAA
The TAA provides for 3 types of documents being issued:

w ¢SOKYAOIf !aaradlyoS wSldzSad o¢! woY GKAOK A
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w ¢ S OK Yy AnGd Notice (BAM)} hich is mandatory from a compliance perspective; and
w ¢CSOKYAOFt /LI oAfAGE b2GAOS 06¢/b0Y HKAOK A3

Both a TAR and a TAN are similar in scope with the difference being that a TAN is obligateaswaher
TAR is voluntary.

Contractual Arrangements

If an organisation or person does receive a voluntary TAR, then the TAA provides that the affected
person/organisation can enter into a contract with the Authorised Agency. The negotiated agreement
may betta protect the affected person/organisation than what is offered directly by the TAA. It will
also provide evidence that the affected person/organisation was simply complying with the TAR as
issued by the Authorised Agency.

In a practical sense, it is dodbk that any organisation would object to a TAR as it is a simple step fot
the Authorised Agency to obtain a mandatory notice promptly. Hence, a negotiated contract is the best
option.

Requested Assistance
The assistance that an Authorised Agency can regueludes:

(a) removing one or more forms of electronic protection that are or were applied by, or on behalf of,
the provider; or

(b) providing technical information; or
600 AyaillrtftAy3as YFIAYOGFrAyAy3a: (SadAiy3a 2N dzaAy 3

(e) facilitating or assisting access to whichever of the following are the subject of eligible activities of
0KS LINEOGARSNY X

(vi) an electronic service;

(vii) a service that facilitates, or is ancillary or incidental to, the provision of an electronic service;
(viii) software used, for use, or likely to be used, in connection with a listed carriage service;

(ix) software used, for use, or likely to be used, in connection with an electronic service;

(x) software that is capable of being installed on a compudenther equipment, that is, or is likely to
be, connected to a telecommunications network;
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Secrecy of TAA

A major aspect of the TAA is that whoever is directed to provide any assistance via a TAR or TAN or|TCN
that person is not permitted to telanyone even their employer. Any contravention of this secrecy
obligation can result in a penalty of up to 5 years imprisonment. Consequently, an employer will npt
know that their software has been tampered with at the instigation of an Authorised AgercyalA
loss of control over development arises.

EXAMPLE 1: If an employee of a service provider is given either a TAR, TAN or TCN (as the case may b
then that employee is not permitted to advise their respective employer. Further, the employee will bg
granted immunity from any civil liability because pursuant to section 317ZJ(3) any employee of|a
designated service provider acting in compliance with either a TAR, TAN or TCN (as the case may be)
will be granted immunity. BUT this exemption will not extetedthe designated service provider
because it is the secret activities of the employee who is acting in compliance and not the designated
service provider itself. Hence, in this example the designated service provider has no immunity, which
could exposetito a substantial fine through other legislative obligations.

1%

This obligation of secrecy includes not being able to inform other clients of the organisation that the
communications service providers operations are no longer as secure as previously mharkete
Consequently, the TAA has far reaching business implications.

EXAMPLE 2: the same situation as in example 1 but this time the liability extends to a contravention of
the GDPR. The Australian Federal Parliament does not have the power to include anyitynthrat
may arise from a contravention of the GDPR. Consequently, neither the employee nor the designated
service provider will be able to successfully claim immunity. If the designated service provider has any
assets located in an EU member state, thieose assets are at risk to a penalty.

A TCN is not only obligatory but includes the added aspect that the Authorised Agency can change any
communications software or change any security module that may be utilised by the service provider

Systemic Vulnerhility

¢CKS ¢! ! FdzZNIKSNJ LINPPARSAE GKFEG Fye NBIldzSadky20A:!
gSEH1ySaaé¢ 2N GaeaidSYAO Qdz ySNIoAtAGEeeE Ay GKS |G}
request a change to the security software thabuld introduce a systemic weakness or systemic
vulnerability.

¢KS GSNY a{2adSYAO 2SIr{ySaaé¢ Aa RSFAYSR | a af
does not include a weakness that is selectively introduced to one or more target techrsotbgteare
connected with a particular person. For this purpose, it is immaterial whether the person can be
ARSYUATASRDPE {aGSYAO +dzf ySNIoAfAGE Aa RSTAYSR
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The difficulty with these terms is that there is a total lack of clarity. The fighese terms was to

placate the software industry by attempting to limit the impact of a notice to only intended targets ang
not create a weakness that could be exploited across an entire computer system. But it is difficult to
see how this can be achiedeThe definition does not restrict itself to a particular person but in fact
directs its focus to a selective technology which may be used by the intended target. If the requested
compliance action is to amend a portion of the functionality of the sofemdnat is used by a number
of clients including the target client, then that would not necessarily be classified as a systemic
weakness. Hence, it is difficult to see how this definition could ever be used effectively to limit @
change that does not create risk to all persons who may utilise the service. If a change does occur,
then that will inevitably create a weakness that could be taken advantage of by unauthorised third
parties.

Further, it could arise that everyone involved believes that the reqasthange will not create a
systemic weakness but either due to a lack of understanding in the change or poor implementation| a
systemic weakness is created.

There is nothing in the legislation that allows the service provider to reverse the change., linaHis
point the change if made will be forever and cannot later be changed through an enhancement or new
version.

Limited right to dispute

The TAA also provides that if a recipient of any notice or request wants to dispute the request or notice
then they cannot do so through the Administrative Decisions Judicial Review Act to review the validity
of the administrative decision. The recipient can only rely upon the Judiciary Act (section 39B). This |s a
major impediment because under the Administrativeci3eons Judicial Review the recipient could
dispute any facts that supported the decision whereas under the Judiciary Act only questions of law
can be disputed.

Conflicts with other obligations

The TAA is in general in conflict with the following:

w t MAWanO®

w [/ 2NLIR2NIGS FaasSad LINRGOGSOUA2Ya®

Section 26WA describes a simplified outline of the data breach notification requirements as follow:

~

w 'y StA3aA0fS RFEGIF oNBFOK KIFLWLISya ATFY




-H_ INFORMATION LAWJOURNAL

(a) there is unauthorised access to, unauthorised disclosure of, oolppsrsonal information held by
an entity; and

(b) the access, disclosure or loss is likely to result in serious harm to any of the individuals to whom the
information relates.

An entity must give a notification if:

(a) it has reasonable grounds to bekethat an eligible data breach has happened; or
(b) it is directed to do so by the Commissioner.

Further, Australian Privacy Principle 11 provides that:

11--security of personal information

11.1 If an APP entity holds personal information, the entity ntaké such steps as are reasonable in
the circumstances to protect the information:

(a) from misuse, interference and loss; and
(b) from unauthorised access, modification or disclosure.

This principle is a clear obligation placed upon a collector and hadflelPersonal Identifiable
Information to take reasonable step to secure such information from unauthorised access and
dissemination. The obligation extends to both data at rest and data in transit.

In addition to the security obligation required for thegbection of personal identifiable information,
the Corporations Act (2001) Cth (Corporations Act) imposes substantial obligations upon officers of a
corporation to protect corporate assets including information assets.

Section 286 of the Corporations Aabpides that:
M0 ! O2YLIl yeX Ydzad {1{SSLI gNAGISY FAYFYOALf NBO2
(a) correctly record and explain its transactions and financial position and performance; and
(b) would enable true and fair financial statements to be prepared and audited.

(2) The fimncial records must be retained for 7 years after the transactions covered by the records are
completed.

(3) An offence based on subsection (1) or (2) is an offence of strict liability.
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Financial records would include client information and if the corporaty Qa &2 ¥ 0 61 NB

communication functionality then the TAA could comprise that required security. Clearly from th¢
above, there are specific information security obligations placed upon corporations and othe
organisation. Also, it is not unualufor software license agreements and cloud service agreement to

include a provision that impose obligations that the licensed software or cloud service provider will not

introduce any security vulnerabilities. Finally, software providers and cloud segoviders generally

D

K I

=

market their software products and services as being secure and do not mislead or deceive the market
as regards to the security of their products and services. The Australia Software Sector has promoted,

as best it can, itself as berproviders of trusted commercially safe services anaducts and has
established a reputation of the highest standing both domestically and internationally. This positio|
will be difficult to be maintained due to the impact of the TAA.

It is difficult to counteract against the impact of the TAA. This is especially so due to the secrecy

provisions imposed by the legislation. But there are somethings that can be done to assist in manag
the risks.

Conclusion in Managing Risk of TAA

The surreptitious natwe of the TAA means that designated service providers are exposed to a major

risk which is not of their doing.

It is recommended that:

w Fff LINAGFOe LRfAOASAE aK2dzZ R 0S NBOASHGSR Iy
limiting or at kast explaining a security risk/leak if it should arise;

w A0 YIeé 0SS LRaaArotsS G2 AyadaNBE |3IFAyad GKS A
will take up such risk is debatable.

w {2F06F NB YI ydzFlI Ol dzNBE NB gsidlian imarkeQmagvaint to KriSuveNiBati 2
their software can be altered in such a way that any change can be isolated to ONLY impact a partic
person; just in case they do receive a request or notice from an Authorised Agency. The relevad
manufacturer cald then incorporate an appropriate clause in their license to account for the impact of
the TAA.

w !'ye 2NBRlFIyAaldA2y GKIFIG LINPGARSAE | aSOdaNBE O2
may want to review those operations to ensure that theperation cannot surreptitiously be
compromised.

w !'ye LISNE2Yk2NBIYAAlIGA2Yy GKS NBOSAGSa | ¢! w
negotiate an appropriate contract as provided under the TAA.
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I RNAFyQa OdzZNNBy i NBE&aSIHNOK AyiSNBadGa Ayww@é dzR|S
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Human Rights, the United Nations, and Digital Technologies: Configuring Human Rights
in Software Code

By Timothy S. Reiniger and Stephen Mason

This submission is in response to the June 10, 2019 call by th
United Nations Secretai Sy S NI f-l@del Parklddén
Digital Cooperation for assistance in determining the
application of human rights principleson digital
technologies. In the global netwtk information society, it is
crucially important that individuals bgiven the juridical
means to enforce their human rights in personal information.
We conclude that the human rights tradition, as embodied in
the United Nations Declaration of Human R/DHR), is currently unrealized in the mactspace

of the digital environment, which defaults to being authoritarfaafter discussing the UDHR articles
that are most pertinent, we present examples of emerging approaches that may serve as function
mechanisms for protecting and enforcing human rights in the machiediated age governed by
software codée?

Human Rights and Digital Technologies

To his Excellency the HonoraBletonio Manuel de Oliveira Guterres, Secre@sneral of the United
Nations. (September 11, 2019.)

l. Introductory Observations: Human Rights in the Machivediated Age Governed by
Software Code

A. Digital Technologies and the Machirdediated Age Governed by Software Code

lSeed ¢ KS 1'3S 2F S5AFAGIE LyGdSNRSDBYREYVHOSH SIWSAR NBt 2Fy G KSR
(June 2019)available athttps://digitalcooperation.org/ In particular, this submission responds to recommendations 3A

and 3C, found on pages -38of the Report. Note that neither the Report nor this submission addresses the matter of
applying the UDHR atrticles to the fields of human genetics and bioengige&he authors of this submission urge the UN
Secretary General to consider organizing a Héytel panel to discuss this as well. For an introduction to the issues raised by
software code in this context, SEEREMRFKIN THEBIOTECKEENTURYHARNESSBITHEGENE ANIREMAKING TH&/ORLH1998)
(describing the application of cybernetics to processes in living organism&LaMikKIBBENENOUGH STAYINGHUMAN IN AN
ENGINEEREAGE(2003).

2The UDHR is availabletstps://www.un.org/en/universatdeclaratiorhumanrights/. The authors note that the

principles of the UDHR have been incorporated in a wide variety of United Nations documents, including the International
Covenant on Civind Political Rights and the International Covenant on Economic, Social, and Cultural Rights.

3Ly GKS O2yGSEG 2F (KA& adoYAadaAizys (GKS |dzikK2NBR y24S8
David Harel, if©OMPUTERSTDWHATTHEYREALLYAN®DO1946 H nnn0 2 NBFSNB G2 ab € 32 NRA G K YA
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1. We now live in an information society or, to putbre accurately, we live in a machingediated
age governed by software cod&he network communication of one item of software with another
item of software governs much of what we do when interacting with machines controlled by software.
Therefore,a citically important issue is the recognition and enforceability of human rights that we can
expect when using machines and digital identities that are controlled by software.

2. Manyindividuals experience serious disruption in their lives becausedenrtity thief has used their
digital identity and additional personal identifying information and attributes contained in numerous
network databases (such as government service records; bank accounts; credit bureaus; and credit
card data) to secure unautiized network access to steal from others in the name of the innocent
person, creating financial losses that are difficult to resélve.

3. The reliance upon software in the information age has challenged legal systems to understand hpw
to assess the trugtlaced in machines controlled by software, and how to determine and prove that a
responsiblepersonor personsmay or may not be responsible for the communications between the
machines’

4. Corporate and governmental surveillance of the lives of ordipagple is now ubiquitougYet,
there is no consensus on whether informational privacy is a human%ight.

5. There is no consensus on whether access relations in the networked environment is a humgh right.

4The influence of software code, network architectures, technological capabilities, system design choices, and machine
mediated environments on creating information use rules and raiuy behavior in cyberspace has been referenced as
WO2 RS AAARENAESIPOOREYERSIOROO H NNy 0 FyR a W[ SE Ly T2l6Mnhfainalth:Q 0 &| Ws
The Formulation of Information Policy Rules through Technof@gigx L.Rev. 553 (1998). For purposes of this article, we
IAGS GKS GSNY wWa2 T (SedaNgban LiBkrk, ex Génbtizd: e 1aWSahd/ethigsprogramming
biological code4 ETHICS ANINFORMATIONECHNOLOGM)9, 112 121 (2002)in which the apptation of Lex Informatica
technological and system design policy approaches for regulating human behavior are applied in the context of
programmable biological code.

5 A growing number of national authorities are now issuing identity credentials in igita. Information on the current
status by country is available https://www.worldprivacyforum.org/2017/07/nationaids-aroundthe-world/.

8 This topic is discusesd in detail in Nicholas Bohm and Stephen Maddentity and its verificationCOMPUTERAW& SECURITY
ReviewVol. 26, No. 1, 4851 (2010)

" This topic is discussed in detail in Stephen Mason and Timothy ReédigdiHza 6 Q . SG ¢SSy dderfitK A y S&|K ¢
Between Humans and Software Code, or whether You Know it is a Dog, and if so, wh2Z2@ogUTERAW& SECURITY
ReviEwlssue 5, 13818 (2015).

8 For a representative discussion, s8@SHANKUBOFFTHEAGEOF SURVEILLANGEAPITALISMIHERGHT FOR HUMANFUTURE AT
THENEWFRONTIER dPOWER(2019).

9 SeeStephen MasonThe Internet and Privacy: Some ConsiderattdrfCoMPUTERAW& SECURITRREVIEWISSUE 3, 684

(2015). Nor is there international consensarsthe concept of privacyd. at 74.

10 EREMRFKIN THEAGE OACCES237-39 (2000) (discussing the merits of making access to networks and information a right
in view of the growth of commoditized internet and mobile telephone access). Arguing insubam access right to the
AYGSNYySG Aa GKS Df2olf /AGAT SYaKAL / 2YYA & &LCenyiry: AYiving ¢ KS ||
Document in a Changing World (chaired by Gordon Brown) (NYU Institute for Advanced Study\v20la6k at
https://www.openbookpublishers.com/reader/467#page/2/mode/2up

<,
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B. Conditions for the Recognition and Enforceability Human Rights

6. The origins of our current understanding of human rights traces to the tweléhtury recognition
of humans as holders of inherent natural rights and the adaptations of these concepts to the
conditions in subsequent centuriés.

7. Historically, the recognition and enforceability of natural or human rights rests on three
fundamental principles: a) human beings with inherent rational and moral faculties and powers, b)
human beings with free will to act, and c) human beings with stibgcights or authority to act,
including active claim rights.

8. Human rights historically have been shaped by responses to abuses by anonymous corporate
structures including governments, religious institutions, and business corpordfi@ystems and
automated processes, by themselves, do not command the trust of déers.

9. Digital technologies by themselves do not threaten human rights. Instead, the threat comes from
human beings?

11 BRIANTIERNENTHEIDEA ONATURARGHT®3-77 (1997).RCHAROUCK NATURARGHTSHEORIESHEIRORIGIN ANDEVELOPMENT
13-31(1979).See alspHAROLIBERMANLAW ANDREVOLUTIOR51 (1983).
2 Tierney,supranote 11, at 448, 649, 2429, and 3438. See als®rian TierneyHistorical Roots of Modern Rights: Before
Locke and Aftei3 AVvEMARIAL.Rev. 23(2005);Brian TierneyThe ldea of Natural RightOrigins and Persistence,
NORTHWESTERNNTQRHUMANRGHTSI-8 (2004) and Charles J. Reid, The Canonistic Contribution to the Western Rights
Tradition: An Historical Inquirg3B.C.IRev. 37 (1991)Note that modern physics now lends support to the concept of free
will. RCHARA. MULLERNOW:THEPHYSICS ORME10(2016)0 ¢ 5 Sa LA GS I+ NHdzySyida FNRY Ofl aaro
that free will is compatible with physics; the who argue otherwise are making a case based on the religion of physicalism.
We can influence the future using not only scientific but also nonphysics knowledge (empathy, virtue, ethics, fairness,
justice) to guide the flow of entropy to bring about NBy 3G KSy Ay 3 2F OAGBAt AT FGA2Yy 2NJ A
juridical claim rights, seA.W.BRIANSMPSONHUMANRGHTS AND THEND OFEMPIREBRITAIN AND THEENESIS OF THEROPEAN
GONVENTIORS-4 (2001)(noting that an outstanding feature of theuEbpean Convention is that it gives individuals standing to
initiate private juridical complaints.)
3 For a representative discussion of human rights abuses suffered by indigenous peoples in South and Central America and
the Caribbean, seBARTOLOME DE L@SSASA SHORTACCOUNT OF TBESTRUCTION OF TNEIE{Penguin Books 1992) (estimating
that 10-15 million indigenous persons lost their lives under great suffering, including torture).
And so blinded by ambition and driven by greed are the devils wivoGate such treatment of these people that
they cannot see that, when their victims come to obey under duress this foreign overlord and publicly recognize
his authority over them, simply because of their fear of what will happen to them if they do rait,astecognition
of suzerainty has no standing in law whatever, any such prerogative obtained by menaces from any people
anywhere in the world being invalid. In practice, the only rights these perfidious crusaders have earned which car
be upheld in humandivine, or natural law are the right to eternal damnation and the right to answer for the
2FFSyasSa FYyR KIFINY (KSeé KIFI @S R2ySXo
Id. at 534. For a discussion of the Second World War origins of the UDHBESEEREROBERTSQKIRIMESAGAINSHUMANITY
THESTRUGGLE FOBLOBALUSTIC26-34(1999).
14 JOSEPMINING THEAUTHORITATIVE ANBEAUTHORITARIARD, 46 (1986).See als&/ACLAHAVEL DISTURBING THEEACEA
GCONVERSATION WIKMREIH: N ¢, 610, 195,96 (Paul Wilson trans., 1990) (discussing the causeedjltibal trust crisis as
OKSXEO02yFEtA00G 0S0G6SSY Iy AYLSNE2YIfS Fy2yevY2dzas ANNBaURY
YYS3IlF YIOKAYSNERQU FyR GKS StSYSydarf FyR 2NRAIAAYIE AyGSNBa

[a=tN
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10. Digital technology development reflects the emerging needs of tyoaseit is organizetf.

11. In its current form, the UNDHR can be applied effectively to enable the recognition and

enforcement of human rights in the global digital netwdr&sed environment.

. Human Rights and Digital Technologies: The Pertindmticles in the United Nations
Declaration of Human Rights

A. Article 1

All human beings are born free and equal in dignity and rights. They are endowed with reason §
conscience and should act towards one another in a spirit of brotherhood.

12. Subjective rights are those that are inherent to each person and are inseparably part of each

personality!’ Therefore, such subjective rights exist whether or not contained in national legistétion.

13. An essential basis for the recognition and enfordégtmf human rights in the global information
society is the authentication of legal identityYet we lack a common global method for enabling and
recognizing legal identities in the digital environméht.

15 NORBERWIENERTHEHUMANUSE OBHUMANBEINGSCYBERNETICS ARDCIET¥810 Mchpn 0 6 G KS NBIF f RFy 3S
machines, though helpless by themselves, may be used by a human being or a block of human beings to increase their
control over the rest of the human race orahpolitical leaders may attempt to control their populations by means not of
machines themselves but through political techniques as narrow and indifferent to human possibility as if they had, in fact
0SSy 02y O0SA JS FeeeYaBd BaUUXLE®, BRAVENEVWWORLGRIV (Forward)(1932)0 ¢ LY RSSRX dzyt Sa
to decentralize and to use applied science, not as the end to which human beings are to be made the means, but as the
means to producing a race of free individuals, we have only two altieesato choose from: either a number of national,
YAEAGENRT SR (20Kt AGYNARAgYBNVAX2 6 SidaiayR Vi BGA adiZEMNE GiT mol 106G S
important thing is that man should be the measure of all structures, including ecorstragtures, and not that man be
YFERS (2 YSIadaNBE F2N 6K2aS adNHzOGdzNBa ¢ 0 @

16 M ARKKURLANSK PAPERPAGINGTHROUGHHISTORXVIi(2016) (G ¢ SOKy 2f 23& A& 2yfé& | FI OAt A
change creates new needs. That is why technology is brongfitie only way to stop the technology would be to reverse
GKS OKlIy3aSa Ay (G(KS az20ASGedéuvo

7 Tierney,supranote 11, at 2630, 4257,64y > | YR yy® a¢KS 2yS ySOSaalNB ol aia
0KS @It dzS | yR RIdA:2470For ad ifustiétozymhoglernfagpicatidné see West German Abortion

Decision 9 THEJOHNMARSHALIDURNAL OPRACTICE ANBROCEDUREO5, 662 (1976) (translation by Robert E. Jonas and John D.
D2Nbe&uv o0da! yRSNI &princplesioktSe struttdring®f the btate thafNdy be understood only in light of the
historical experience and the spiritualoral confrontation with the previous system of National Socialism. In opposition to
the omnipotence of the totalitarian state lich claimed for itself limitless dominion over all areas of social life and which, in
the prosecution of its goals of state, consideration for the life of the individual fundamentally meant nothing, the Basic La
of the Federal Republic of Germany hasoged an order bound together by values which places the individual human
being and his dignity at the focal point of all of its ordinances.).

8\We note there may be legal uncertainty as to whether all Articles in the UDHR are recognized as beingenfithiy tbf
international law. For a discussion of this legal issue, see Robestispranote 13,.at 8692.

19 patrick McKennalhe Probative value of digital certificates: Information Assurance is criticatienéty Assurancel
DIGITAIEVIDENCE ANB ECTRONBGNATUREAWREVIEWS9 (2004) ("Trust belongs to people and organization, rather than
technology.");ANDREWMURRAYINFORMATIONECHNOLOAWW. THELAW ANDSOCIET¥86(2013) ("[O]ne of the effects of the
information society is a divorce of idéty from the person. Basically this means that with more of our everyday lives being

nd
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14. The networlbased economy and systems eaclguge trust in the capability to identify and
authenticate individuals who seek to obtain access to networks, share information, and sig
documents.

15. Both public and private sector participants in the identity ecosystem recognize that open markets
for the exchange of identity information are essential to trusted online access to networks|

Nevertheless, current internet identity markets are dominated by identity management systems i
which users have little or no control over their data and little to nsibility as to where their data
flows and how it is used.

16. The rise of the digital netwotkased information economy, and the cybernetic theories upon
which it is based, has produced identity deficit or increased absence of the p&rBon.law,

cyberretics’? governance principles and computing machines have caused profound policy crises
related to authentication, authenticity, and authority. Specifically, cybernetics raises important lega

considerations with respect to the manner in which informatiamdaactions are linked to persons,
authenticity is proven, and responsibility is determined in systéimns.

17. Digital technologies order systems by means of quantifying life into bits of information or amount
of entropy?* But human identity needs to be apmached holistically and not analyticatffyA holistic

ordered or even accessed via an internet connection, we increasingly use proxy data to identify who we are."). For a
discussion of how the individual is disembodiedén& S NR LI OS 6+t 42 dzy RSNRG22R | & - (K S§
mediated communication occurspeDOUGLASROOTHUIFHESOUL INCYBERSPAGH (1997) (Machinanediated identity is a
"medium for disembodiment.").

20 Currently, over one billion people in the world lack a legal identity. For information on the lack of civil birth registratio
many countries, see, by way of examgiéps://www.unicef.org/rosa/whatwe-do/child-protection/civitregistration A

major challenge has been the lack of reliable means by which to identify persons in rural areas of many developing
countries. To address this, efforts are being launchddditi by the Episcopal Diocese of Maine (a member of the Anglican
Communion) to leverage the rural presence and vital information collected by NGOs in the form-bbafseth

organizations.

2Lgee, e.g.Havelsupranote 14, at 196pbc 6 NB ¥ S NByfrathsytiecaying, €08 yLdaM y 35 RA & A A LI G A
FIOS 2F GAYLISNER2Y | I |y 2 GeoRGEdEAT, FONNDANGNS loRGTALEvDENSED2 (2008)5 S N
0aCdzy RI' YSy il fsioniaout brgo of fdital Oettity is an undeasiding that information systems have no

AYGNRYaro sbe 2F (y26Ay3 GKS ARSydGAGe 2F Syl bdedvng K| {

FROMNEWTOBS EER480 M phpp 0 0 a0 ¢ BKS LISNE2Y I f RA&LFLILISEFNA Ay LINROS3H
22\Wiener supranote 15, atl5and 27 (defining cybernetics as the study of messages to explain purposive behavier in ma
chines and how they regulate themselves in changing environments and systems).
Z|d. at 17¢18, 2527 (suggesting that cybernetics reducds activity to processes, which consist of two ingredients:
information and feedback)See alsd’ETER-.DRUCKERTHEAGE OISCONTINUITBUIDELINES TQURCHANGINGSOCIETS8 (1969)
04! yRSNI & mgtidn induskyPis alngwFprbkption: the petcki A 2y 2F WaedaldSyYaoQeoo
2WIENERSuUpranote 15, at 2&27 (describing the use of machines and feedback systems to stabilize performance an
control the entropic tendency toward disorganization in nature and soci&gg. als®/INING supranote 21, at 37¢41.
All'in this view of the world and oselves flows from the reduction of all to process and pattern, the first step in
scientific thinking, and from the associated reduction of saying to doing. Everything depends upon these two
assumptions, that the person or self can be collapsed into patheich pracess, and that saying can be equated to
R2AY3 2NJ G0SKI GA2NE¢ LISNMAGGAY3T 20aSNBIFGA2Y FTNRY GKS
Id.at 41

-
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strategy identifies a person by understanding his or her relationships and functions within a largg
context or community. An analytical strategy identifies a person through a reductionist method o
labeling constitutive attributes or parts.

= %

18. Recognition of the person results in greater emphasis on human choice, free will, andintent.
B. Article 6
Everyone has the right to recognition everywhere as a person before the law.

19. With automation and artificial intelligence, the legal responsibility for the consequences of
softwarerelated failures is obscured. With respect to machines controlled by software, we do not hay,
direct evidence of the identity of a responsikpersonwho actually controls its us€.In this respect,

the comment byPierre de Latili K+ & W¢ KS YI OKAYyS Attt ySOSNI 6S| |
highly apposite?®

[¢)

20. Automatons and robots have no capability for consciousness or conscious &yency.

21. Machine or systermmade evidence should be neither automatically deemed more reliable than
human testimony, nor given evidentiary presumptiolst hy S LINB A dzYLIWiA 2y GKI G
computers is the presumption that a machine is presumed to be in wgr&nder. In the context of
digital evidence, however, it is pertinent to be aware of the imperfections inherent in the way
computers function, and how digital evidence is prone to alteration. Evidence derived from a computér

25 PETERDRUCKERHENEWREALITIER62(1989)0 6 ! YR 0 A 2f 23A 0Lt LINRBOSaa Aa yz2d Fylted
whole is eqal to the sum of its parts and therefore capable of being understood by analysis. Biological phenomena are
K26SOSN) GoK2f Sadé ¢KSe NS RAFFSNBYG FTNRY (KS &adzy 2F ({KS
26\\arren WeaverThe Mathematics of Communicatioh81Sct AM. 11,13(1949) ¢ FY NX | GA2Y A& & & @ |
freedom of choice in selecting a message. The greater this freedom of choice, and hence the greater the information, the
greater is the uncertainty that the message actually is some particular one. Thus greadorfreof choice, greater
dzy OSNIiF AyGes 3INBIF G§SN A yee pondfalyiiingsupramdte BRI FYUR  HAyym KOGyt REdy EA0YdR (i
fading of the conditions of authority is what comes from law that pushes toward the personal and a contextisibrle
making in which the personal can be recognized, recognition of the personal being the only entry to the experience |of
I dz K2 NRA G & ®é 0 @

27 For a discussion about how the examples of electronic signatures and networked communications are challenged by a
lack of evidence in proving who clicked the button or caused the particular signature to be sea8ezPHEMASON
ELECTRONBGNATURES Iyw, 189(Institute of Advanced Legal Studies, 4th edn, 2036g als&/ining,supranote 21, a281
(1995) ("And the central concern of law, atheoretical, pretheoretical, is then connection of value and responsible mind, for
value not connected by mind to respabke belief is mirage, nothing, vanishing when questioned or sought.").

28 PERRE DIATIL, THINKING BMACHINEA STUDY OEYBERNETIGE2 (1957).

2 Stephen MasonArtificial Intelligence: Oh Really? And Why Judges and Lawyers are Central to the WayNwiBut
GKS@& b5 2y, 230oMPufERMVE& SEGURITREVIEWISSUE 8,219 OHAMT O O6aG{2FiG 6l NBE O2RS Alyac
30 Mason,supranote 27,at 386. For a detailed discussion on the presumption that computers are reliable and judicial
notice in respect of software, and why such a presumption is not appropriateSr&pelENMASON ANDANIELSENG editors,

B ECTRONE/IDENCEInstitute of Advanced Legal Studies, 4th edn, 2017), chapter 6.
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must be admissible, authentiaccurate and complete in the same way as any other form of
SOARSY OS o¢

22. Within the context of litigation, a bank, for example, will make every effort to refrain from
revealing evidence of its software systems and the rationale for its reasoning. tirgp the bank will
usually ask an adjudicator to accept their assurances without providing evidence to sustain their clait
and judges will accept such assurances in the absence of any eviddris.illustrates the comment
o0& | I NDAA&2Y I definkidnis notdta yiéaritee. Thetefore an approach to understanding
GNXzAG Aa Fftaz2z ¥yS 2F aaSaairyda NRa| o¢

23. Digital technologies must be deployed in such a manner as to link persons to actions and therg
provide a necessary immutableference for proving the authenticity of digital information over
time 34

24. The communication of one item of software with another item of software governs much of what

we do when interacting with machines controlled by softwéte.

25. Software code is bject to human technical mistakes and misperceptions of business and lega
requirements. The open distributed system of communications with which we interact is very comple
and subject to human design errdt.is important for those involved with the lat recognize that
human beings write the software that controls machinesoftware is the witnesd® People make
mistakes, and errors occur when writing softwére.

31 Mason,supranote 27, at 38586.

32 For an examplefahe assurances accepted by a judge without any evidence, see the Norwegian case of Bernt Petter
Jorgensen v DnB NOR Bank ASA, Trondheim District Court, 24 SeptembelROQGAIEYIDENCE ANB ECTRONBGNATURE
LawREV117¢ 123 (2012)Maryke Silalhi Nuth,Unauthorized use of bank cards with or without the PIN: a lost case for the
customer? 9 DIGITAIEVIDENCE ANB. ECTRONBGNATUREAWREVIEWO5 ¢ 101 (2012).

B william S. Harbisorrusting in Computer Syster®8 (University of Cambridge Computeaboratory Technical Report No
437, December 1997) (PhD dissertation).

34MASON supranote 27. As an example, electronic signatures and networked communications are challenged by a lack
direct evidence.

3 Of relevance is the following observationGEORGHYSONDARWIN AMONG THEACHINES0C 13(1997).0 a ! f (1 K2 dza K
attention has been focused on the growth of computer networks as a medium for communication among human beings,
beneath the surface lies a far more extensive growth in communication amaatines. Everything that human beings are
doing to make it easier to operate computer networks is at the same time, but for different reasons, making it easier for
O2YLJzG SNJ ySiig2Nj a G2 2LISNIGS KdzYly 0SAYyIade0

36 The untrustworthiness of evidence generated by software code and the platforms upon which it runs is examined by
Sergey Bratus, Ashlyn Lembree, and Anna Shubisanftware on the Witness Stand: What Should It Take for Us to Trust It?
Alessandro AcquistSean W. Smith and Ahm&kza Sadeghi, edRUST ANDRUSTWORTHIOMPUTINGLECTURBIOTES IN
COMPUTERCIENCKFOLUMEG101, 396¢ 416 Springer Berlin Heidelberg010),available at
http://www.cs.dartmouth.edu/~sergey/trustinge-evidence.pdfsee alsdMason and Sengupranote 30, chapter 5
W{2FG6I NB O2RS a GKS sAlySaaqo

37 For a discussion of the imperfections of software in the context of the legal presumption that a machine controlled by
software is reliableseeMason and Sengupranote 30, chapte 6; see alsdhe general discussions GEORGE.PAUL,
FOUNDATIONS @KGITAIEVIDENCA 31-50 (2008):
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26. Despite that fact that software code is subject to human technical mistakes,sgiains give
presumptions of liability that renders difficult legal challenge and analysis of causg&tion.

C. Article 29

(1) Everyone has duties to the community in which alone the free and full development of h
personality is possible. (2) In tkgercise of his rights and freedoms, everyone shall be subject only tp

S

such limitations as are determined by law solely for the purpose of securing due recognition and respect

for the rights and freedoms of others and of meeting the just requirements i@litgp public order and

the general welfare in a democratic society. (3) These rights and freedoms may in no case be exergised

contrary to the purposes and principles of the United Nations.

27. Choices made by software coders that control our rights &ildyato act in cyberspace reflect the
goals and values of the coders and not necessarily the uglerst users do not have any knowledge of

software or its biases and value choices embedded by those who write code or of how much software

controls our lies3®When machines controlled by software fail, it is often the case that the user is
blamed for the failure, rather than the relying party or service provider, which in turn has developed it
own software or purchased software or software systems tra considered to be suitable for using
personal informatiorf?

(2]

How to understand the workings of a complex system, such as the human brain, the climate, the economy, or an
information system is one of the modifficult challenges facing modernity. It will take the law some time to
develop a cogent articulation of how it should gauge the reliability of information systems. But it really has no
OK2AOS odzi G2 R2 &2 d¢

Id.at 150.

38 For a discussion of the undue gremption of reliability of computers and software code, see Masgpranote 28, at

222-4.,

¥C2NI I RAaAOdzaaAzy 2F az2Fdol NBE O2RSNEQ KARRSY o0AlasSa Iy|R

software, see Lawrence Lesdipde is LaywHarvad Magazine, Januaifyebruary 2000available at
http://harvardmagazine.com/2000/01/codés-law-html. "The code regulates. It implements values, or not. It enables
freedoms, or disables them. It protects privacy, or promotes monitoring. People choosenkaede does these things.
People write the code. Thus the choice is not whether people will decide how cyberspace regulates. Bedpts Will.
The only choice is whether we collectively will have a role in their chadoel thus in determinig how these values
regulate o whether collectively we will allow the coders to select our values for us."”
40Vining,supranote 14, at25 (1986).
In some cases, the designer of the system can be conceived as standing behind it. Bsitikirsgefeature of
machines in the modern world particularly those to which intelligence is attributedhat they stand
independent of their creators. From the time of Mary Shelley and Frankenstein the very attribution of intelligence
to machines, wheter or not it is correct, has resulted in this independence. Moreover, when the system is not
given the attributes of intelligence and a designer can be conceived standing behind it, the designer is often not g
person who cares about those the system igeting.
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28. All human organization requires authority. But by removing community as well as the huma

person as an actor with free will and choice, machines and systems controlled by software code

become authoritarian and impersond.

29. The order in all systems presupposes that their components stand in specific communicative

relations to one anothef? Therefore, in ordering both human to machine and machine to machine
communications, we need shed community with a common system for configuring human rights in
software code’?

30. We argue that if a party is encouraged to rely on software code in the mactedated
information economy, it is imperative that a trust framework or code of conduathsas the various
United Nations model laws in the@mmmerce context, provides adequately for individual autonomy,
the establishment of reciprocal and enforceable rights and duties, and objectively and fairly address
privacy risk.

31. The law must holdand be seen to hold, the various participants in the cyber chain accountable foy
the systems they put in place. An effective remedy must be made available to take into account the

nature of the loss. This does not necessarily mean that the usual methassessing loss is suitable
for the loss of personal information. The data protection laws in place in the European Union, fg
instance, generally do not provide any effective remedies to ordinary people. An organization might
subject to an administrate fine for failing to secure personal data, but the individual has little option
other than to hope that their information will not be used to their disadvantéte.

41 Authentic relations arise between persons and require a shared interactive community and common larggeage.
HAROLIBERMANEDITED BYOHNWITTE R ), LAW ANCLANGUAGEE-FECTIVB'MBOLS CBOMMUNITY2013)(language is a process of
creating ommunity and social relations as well as being a process of exchange, interaction, and transferrmg nﬁaelng )
alsoDruckersupray 2 4 S umMX |G Hcn 66C2NJ OQYYdN%(N GAz2zy G2 0SS STF¥S
meaning requirescomdzy A 2 Y X/ 2 YYdzy A2y I K2gS@OSNE R2Sa y20 62N] o6Stf
NEFFFANNIFGAZ2Y® LG NBIdZANBE GKS FoAfAGeE (G2 AYyGSNLINBGO U
42 SeePERRE DEATIL, THINKING BMIACHINEA STUDY OEYBERNETIO6 ¢ 207 (195): "The amount of information that can be
GNFyaYAGGSR RSLISYRa 2y I YSFadaNB 2F GKS RSAINBS 2F 2NRS
differentiation allows all sorts of codified variations and hence a large amount ofriatiosn can be carried.”

43 Dysonsupranote 35, at 158 168.See alsd®ruckersupranote 21, at 264 Iadeed, the new realities with which this
0221 RSIfta INB O2yFAIdzNI GA2ya YR Ia adzOK OF f tpheFshdd LIS N
f2y3SN) F20dza 2y YIydQa O2yQwshslgrsendsykkobs, wih$atternsgwithinkyth,vhy” F A 3
language. They deal with perception. Thus the shift from the mechanical to the biological universe will eventually require
neg LIKAf232LKAO0OLIET adeyiKSairaoéouo

4“SeeMasonsupray 2 S HpE G yo o60aClFHAfAYy3a (2 LINPDARS FT2NJ STFSOI
their privacy and obtain effective remedieand the ineffectiveness of various data protection legisiatacross the world
demonstrates the inability of governments to provide for the protection of dataeans that powerful commercial
interests will, in effect, become an even more significant source of influence in the future, because of the massive range ¢
LISNE2YFE AYF2NXYIGA2Y (GKS& KI@S 4 GKSANI RAALRALFEZ NB3AI
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32. Anonymity is the central characteristic of theichinemediated information age. In th respect,
'y AYLERNIIFIYyd AadadzS Aa GKS RSAINBS 2F WiENXzGQ
controlled by softwaref?

33. Associated with the machirmeediated information age has been a loss of both shared community
and the capacityo make community*®

II. Human Rights and Digital Technologies: Emerging Recognition and Enforcement

Mechanisms

34. In response, both the private and public sectors are now using Lex Informatica approaches to gu
system designs and network architecture withuman rightsorientedparadigm?’ Emerging programs
and policies are designed to foster the configuration of software code to enable human agency, hum
autonomy, and subjective or claim rigHfs.

A. Configuring Human Agency

35. To provide for the ability of an individual to control access to and the use of personal data f
authentication purposes, we argue that users nemgonomy of action as rights holders. The user
centric identity model is emerging as a Lex Informatiemiity policy method to achieve thiS.

36. The possibility of leveraging the blockchain to enhance informational privacy is being explore
Several organizations are promoting the concept of-selfereign identitie$® With this concept, the

45 Ed GerckToward ReaWorld Models of Trust: Reliance on Received Inform#1i6a7),available at
http://mcwg.org/mcgmirror/trustdef.htm® o6 a ¢ NHzA G Ay OeoSNALI OS o6Sod3adr oS
same notion of trust, as a form of reliance, that we have been using for millénBial 6 SSy KdzYl ya | yR
46 Berman,supranote 41, at 48.
4" Reidenbergsupranote 3, at 586.
Policymakers should accept and take advantage of the distinguishing features of Lex Informatica and its usefulng
for controlling information flows onlgbal networks. Lex Informatica gives policymakers new tools to use in the
development of information policy; without these new tools, information flows will marginalize national
policymaking authorities. Moreover, working with Lex Informatica placesypodikers at the center rather than
the periphery of solutions. Lex Informatica must be seen as a distinct source of policy action. Effective channeling
of Lex Informatica requires a shift in the focus of government action away from direct regulation aaditow
indirect influence.
48 For an optimistic assessment, SEEHOLABIEGROPONTBEINGDIGITAI228-9 (1995)0 Bits are not edible, in that sense they
cannot stop hunger. Computers are not moral; they cannot resolve complex issues like the rights t idedaath. But

being digital, nevertheless, does give much cause for optimism. Like a force of nature, the digital age cannot be denied or

stopped. It has four very powerful qualities that will result in its ultimate triumph: decentralizing, globahaimgonizing,
FYR SYLRSNAYIDE VD

“For a representative description of useentric identity, see the white papéssues for Responsible U€gentric Identity2
(Center for Democracy & Technology, November 2009, Versioratdllableat https://cdt.org/insight/cdt-discusseskey
policiesissuessurroundingusercentricidentity-management/ ("This term refers to systems where users, rather than
service providers, control their identity credentials.").
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decentralizedand distributed trust afforded by blockchain ledgers enables the creation ofarsated
and controlled digital identitie8!

37. The United Nations High Commissioner for Refugees (UNHCR), in collaboration with the World
Bank, has launched an effort toquide legal identities to all individuals who are stateless or lacking a
birth registration®* To further enhance user control over digital identities and the sharing of persona
information for these persons to obtain social services, the UNHCR is Idokengerage the European
Union funded LIGHTest Project to enable an authoritative trust infrastruéture.

B. Configuring Human Autonomy

38. The UseManaged Access (UMA) access sharing profddmised on permission tokens that can
be used as devicds license access rights with respect to personal digital assets collected and stored
by devices, apps, and databases, provides an authoritative basis for communicating access consent as
economic value. After integrating the UMA access sharing protoooijnity trust can be built on
legitimate and internationally recognized licenses that signal both to sending and relying parties|a
common understanding of legal relationships with respect to personal data. UMA permission tokens
can be used as abstract doscts or credit devices for licensing informational rights in personally
identifiable information, including informed consent to health informatfSn.

39. Legal consent issues are especially at issue with-bovdsr data transfers requirements such as
the GDPRand the associated sharing of personal data for identity authentication purpgdges.

%0 Adam PioreCan Blockchain Finally give us the Diditavacy we Deservébewsweek, February 22, 2019, (describing the
OdzZNNBy i NI S 27F A RSy i available atittSsT iwwlnéwswegk.cank2@19/93108/dadlockzhaln & A & £ 0
finally-give-us-digitatprivacywe-deserve1340689.html
51 AlexandemMiihle, AndreasSriiner, Tatian&ayvoronskaya, and ChristophS A y St = 4! &adz2NBSe 2y Sa
aselfa 2 S NB A Iy OWREHSGIINGREVIERB0-® (November 2018 vailable at
https://doi.org/10.1016/j.cosrev.2018.10.002

52 A description of the UNHCR digital identity programs is availalblts://www.unhcr.org/blogs/wp
content/uploads/sites/48/2018/03/20182-Digitatidentity 02.pdfP 5 S Af SR AYTF2NXI GA 2y | 062zl
identity prograns and goals is available at
https://www.worldbank.org/content/dam/Worldbank/Governance/GGP%201D4D%20flyer Ipdirmation on the UNHCR
deployment of LIGHTest is availablenttps://www.unhcr.org/blogs/newdigitalsolutionsrefugeeseducation/.

53 A description of LIGHTest Projés available alttps://www.lightest.eu/ and https://www.lightest-community.org/

54The UMA Version 2.0 protocol specifications can be vieweldttgis://kantarainitiative.org/reportsrecommendations/

UMA has been developed under the auspices of the Kantara Initiative.

%5 For a discussion of the licensing of informational rights by individaatsMark A. HalProperty, Privacy, and the Pursuit

of Interconnected Electronic Medical Reco@slowAL.Rev. 631, 660 (2010) ("People should be able themselves, or

through their agents, to authorize access to and use of their medical informatidmémncial rewards, and these licenses
should be transferable."Bee alspPamela SamuelsoRyivacy as Intellectual Proper§2 STaN L.Rev. 1125, 1134 (2000)
(endorsing a licensing approach to the protection of information rights in personal data).

56 SeeArticles 41, 42, and 44 (1)(g) of the GDPR and Opinion 4/2017 of the European Data Protection Supervisor, section
3.2and3.3Seealsei KS 9/ ! NGLAOES Hdp 22NJAy3I tINIe 2y 5Fdl tNRGS
H 1 MC K C Ttguéon NoRe2nhdr 28, 201 ayvailable athttp://ec.europa.eu/newsroom/just/document.cfm?doc_id=48849

57 SeeArticle 1(f)(i) of the eIDAS Regulatiavailable at http://eur -lex.europa.eu/legal

content/EN/TXT/?uri=uriserv:0J.L .2014.257.01.0073.01.ENG
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https://www.newsweek.com/2019/03/08/can-blockchain-finally-give-us-digital-privacy-we-deserve-1340689.html
https://doi.org/10.1016/j.cosrev.2018.10.002
https://www.unhcr.org/blogs/wp-content/uploads/sites/48/2018/03/2018-02-Digital-Identity_02.pdf
https://www.unhcr.org/blogs/wp-content/uploads/sites/48/2018/03/2018-02-Digital-Identity_02.pdf
https://www.worldbank.org/content/dam/Worldbank/Governance/GGP%20ID4D%20flyer.pdf
https://www.unhcr.org/blogs/new-digital-solutions-refugees-education/
https://www.lightest.eu/
https://www.lightest-community.org/
https://kantarainitiative.org/reports-recommendations/
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48849
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.257.01.0073.01.ENG
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consent receipt is a record of a consent provided to an individual at the point in a person agrees to the
sharing of personal information. Its purpose is to captthe privacy policy associated with the
personal information so that the consent receipt can be easily used to communicate and manage
consent and sharing of personal information once it is provitfed.

C. Configuring Human Authority

40. Legaframeworks are now being developed that define and clarify the liability of all digital identity
service providers. As an example, the Virginia digital identity law reflects public support for th
creation of a market of identity service providers basedctear bases for liabilit}2 By supporting a

usercentric identity architecture for access to online services, the law is intended to provide Virginia
citizens with a means of controlling their digital identities. The law also provides a basis for a priva
right of action against identity service providers for unauthorized use and transfer of persona
information.

[

—_ —+

41. Related to the Virginia Identity Law as well as the éiDhAShe European Union, The United
Nations Commission on International Trade LaMorking Group 1V, is currently preparing a draft
model law for crosdorder recognition of identity credentials and related trust servites.

42. Building on the credit union modelath cooperatives with fiduciary obligations to members
provide an additioal means for individuals to exercise a control over personal #ata.data

cooperative can manage, curate and protect access to the personal data of citizen members.
Furthermore, the data cooperative can run internal analytical programs in order to oltsights
regarding the welbeing of its members. Armed with these insights, the data cooperative is authorized
to negotiate services and discounts for its members.

%8 For a discussion of consent receisgthe Kantara Initiative progranavailable at
https://kantarainitiative.org/confluence/display/infosharing/Consent+Receipt+Specification

59 VA CODEANN 859.1550et seq (2015).For a discussion of legal issues involving trust frameworks in the context of identity
ecosystems, see Timothy Reiniger, Jeff Nigriny, and Kyle Matthew QlixeeYirginia Digital Identity Law: Legal and Policy
Foundatiams for the Identity Trust Framework Mod&BAINFORMATIOSECURITKAW JOURNAY Olume 6, Issue 4 (Autumn

2015) at 1326, available at

http://www.americanbar.org/content/dam/aba/administrative/science technology/2016/ili_volume6_issue4.authcheckda
m.pdf.

80 The elDAS of the European Union can be viewdtdtps://ec.europa.eu/futurium/en/content/eidasregulation
regulationeu-ndeqg9102014

51 The current draft model law and related explanatory documents for UNCITRAL Working Group IV is available at
https://uncitral.un.org/en/working_groups/4/electronic_commerce

52 The concept of data cooperatives has been developed at the Massachusetts Institute of Technology Media Lab. For a
detailed discussion, see ThasiHardjono and Sandy Pentlamhta Cooperatives: Towards a Foundation for Decentralized
Personal Data Managemen(Cornell University, May 21, 201&ailable athttps://arxiv.org/abs/1905.08819



https://kantarainitiative.org/confluence/display/infosharing/Consent+Receipt+Specification
http://www.americanbar.org/content/dam/aba/administrative/science_technology/2016/ilj_volume6_issue4.authcheckdam.pdf
http://www.americanbar.org/content/dam/aba/administrative/science_technology/2016/ilj_volume6_issue4.authcheckdam.pdf
https://ec.europa.eu/futurium/en/content/eidas-regulation-regulation-eu-ndeg9102014
https://ec.europa.eu/futurium/en/content/eidas-regulation-regulation-eu-ndeg9102014
https://uncitral.un.org/en/working_groups/4/electronic_commerce
https://arxiv.org/abs/1905.08819
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43. Legal recognition for the use of video witnessing as the equivalent of personal appedras
emerged with online notarization in the United Stafé§he Law Commission of the United Kingdom
has recently recommended that formal consideration be given for giving legal recognition to vide
witnessing as a method of satisfying a requirememtd@ersonal appearance of a document sigffer.

V. Conclusion

44. This paper addresses several important legal and policy issues facing the overall challenge
recognizing and enforcing human rights in the mackimedliated age governed by software code. We
contend that digital technologies must be configured by the UDHR paradigm to enable human agen
autonomy, and claim rights. Further, we contend that it is necessary in the digital age to provide for
effective and robust means by which individuals cataobeffective remedies.

45. Human agency, autonomy, and authority are three experiential realizations of digital technologié
when configured in a human rights paradigm. From the legal perspective, the human rights paradigm
intended to forge informatin processes that are authoritative and prevent the authoritafian.

Timothy Reinigeris an attorney specializing in information law and policy (licensed to practice i
California, the District of Columbia, Maine, and New Hampshire). He has served as-ajppAired
advisor to the Uniform Law Commission and is an author of both the Mintine notarization law
(2011) and the Virginia digital identity law (2015). As a former Executive Director of the Nation
Notary Association, he is recognized as an expert in notarial law, providing testimony on this subj

63 Beginnig with Virginia in 2011, tweniiwo state jurisdictions in the United States have now enacted laws authorizing a
remote appearance before a notary by means of auddeo communication technologies. For a detailed discussion, see
Timothy ReinigeDevelopnents in Information Governance, the Emergence of Online NotarizAfRRNFORMATIONAW
JOURNAWOI. 9 Issue 4, 108 (Autumn 2018)available at
https://www.asnnotary.org/files/Online%20Notarization%20%20INFORMATION _LAW JGURNAL
volume9_issued4%202018.pdfor a discussion of ané notarization and video witnessing in the probate context, see
Michael Chodos (General Counsel of Notarize) and Timothy ReiffgeEmergence of the Online Notary: Implications for
the Probate BaPROBATE PROPERTMAPUBLICATION OF TREALPROPERT TRUST ANBSTATEAW SECTIONABA) Vol. 33, No. 459

62 (July/August 2019).

64 Law CommissiorElectronic execution of documerit$l (Law Com No 386, HC26240, 2019) (sections 7.6 and7.7),
available athttps://s3-eu-west-2.amazonaws.com/lawcorprod-storage11jsxou24uy7g/uploads/2019/09/Electronic
ExecutionReport.pdf (The Law Commission is the statutory independent bodgited by the Law Commissions Act 1965
to keep the law of England and Wales under review and to recommend reform where it is needed.)

% The authors praise the United Nations for seeking to extend human rights principles to the digital technologies. The
UDHR, like the lighthouse that provides safety to vessels, serves as a beacon providing safety to human beings in the
machinemediated age government by software code. Accordingly, we find the following passage as an apt close to this
submission:

"Sailon!" it says,"sailon, ye statelyships!

Andwith yourfloating bridgethe oceanspan,;
Bemineto guardthis light from all eclipse,

Beyoursto bringmannearerunto man!"
-- Henry Wadsworth Longfellovrfie Lighthousel849)
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before the United Stateso@igress and over twenty state legislatures. Currently, he serves on the
I ROA&a2NE o02FNR 2F GKS 9! Qa [LDI¢Sad tNRra2SOG ol
Elizabeth, Maine. He can be reachedim@reinigerlic.com

Stephen Masons barrister. He wagited by the Law Commission to be a member ofAbegisory
Panel of experts for the report entitldtlectronic execution of documents. Stephen the author of the
open source practitioner text Eleshic Signatures in Law (4th edn, 2016), and thesditor, with
Daniel Seng, of the open source practitioner text Electronic Evidence (4th edn, 2017), and the editqr of
International Electronic Evidence (2008). He is the founder of the international opsre gournal
Digital Evidence and Electronic Signature Law Revigde can be reached at
stephenmason@stephenmason.ca.uk
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Ephemeral Messaging Presents New E-Discovery Challenges

By Alexander B. Hastings, Michael Fletcher, and Edward H. Rippey

Information management and -discovery seem to
present a neveending supply of challenges as
technology develops, and the need to respond to
these developments is ever present as vanishing
messaging applications are exploding in popularity.
Not only arethese technologies used to convey
personalmessagesthey areincreasingly being used
by companies and their employees@®2 y RdzOli o0dzaAy Saao . SOl dzaS {H
or create no lasting record of the communication, investigators and parties seeking information about
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implicate concerns regarding the proper retention of records that can lead to spoliation claims.
Nonetheless, there are legitimate reasons that companies allow or even favor the use of ephemeral
messaging platforms given the need to protect tradecrets and personal information from
cybersecurity threats and in light of the growing proliferation of data that companies must manage.
This article discusses the rise of these ephemeral messaging applications and the implications they may
have for compaies, including the potential need to address recent guidance from the Department of
Wdza 6 A OS 6a5hWé0o NBIFNRAYy3I GKS dzasS 2F (KSasS I LJLx

)
w»
A\¢

1. The Rise and Benefits of Ephemeral Messaging Applications

The impact that new messaging technologies will havéitmation and ediscovery has yet to be fully
realized, but since Federal Rule of Civil Procedure 37(e) was amended in 2015, messaging technologies
have taken another leap forward from the more simple instant messaging platforms of the past. In
addition to the popular Snapchat application, which is used primarily by teenagers and young adults,
there are now many applications in this space, including Wickr, WhatsApp, WeChat, Telegram, Caover
Me, and Confide. Some new ephemeral messaging platforms, likéid€o specifically target
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grade endto-end encryption to keep your messages safe and ensure that they can only be read by the
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Although ephemeral messaging is often associated with conveying illicit or scandalous messages, there
are legitimate professional and corporate uses of ephemeral messaging.ingtance, companies
today generate a vast amount of data, and storing this data can be costly and create additional
litigation risks. Allowing employees to use ephemeral messaging applications can help companies
reduce the amount of duplicative data thest stored, thereby reducing the cost of overall data storage.




